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Approach

« Mathematics and statistics

— Apply some known mathematical and statistical techniques to
perform the equivalent of credit card fraud detection on the
access and usage of high-performance computer systems.

— Investigate some new promising techniques that potentially
might be more effective.

e Data
— Utilize the vast store of NERSC network access and user data.



Some Detalls on Approach

Intrusion detection methods
Forensic logging and analysis

“Time Machine” — permits one to focus on “interesting”
traffic

Ensemble-based learning methods

Spectral graph theory

Outlier detection

Modeling malicious behavior

Provide “anonymous” data to others for research



Sample of Data to be Analyzed

Network access patterns.

Shell commands executed.

Programs executed -- name and size of jobs.
Collaboration network.
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